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Removing Administrative Privileges from PC’s

Removing access to administrative controls is a security measure which helps to prevent users
from accidentally installing malicious programs. Itis necessary because hackers and cyber-
criminals are very clever at using social engineering methods to manipulate computer users
into downloading malware, hiding such devastating applications in Microsoft Word, Adobe PDF
documents images, and other types of attachments.

After removing administrative privileges from user accounts, users will need to enter an
administrator password to install new programs or application. This extra step will alert the
user that an executable program is being installed.

If you use Apple computers with the Apple operating systems, your computers already have
the administrative privileges removed. Congratulations, you are done!

For computer running Microsoft Windows, this is a two-step process (but, really quite easy to
complete. If you need help at anytime, please e-mail us at CFCyberRisk@ CFins.com

Step 1: Set up an “administrator” account with a password.
Your administrator account will have full rights to add/remove software and make
other changes when needed.

Step 2: Remove the administrative privileges for each of the pre-existing “user” accounts on
the computer.

-{Important: Before completing these instructions, save what you are working on, log off the
PC and log back on the computer with an administrator level account.
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Step 1: setting up an administrator account with password

MENU
Microsoft Windows Version 7

Microsoft Windows Version 8

Microsoft Windows Version 10

Note: To determine which version of Microsoft Windows the computer is operating, follow
these steps:

1. Type the Windows-Key and the R-Key at the same time. This brings up the Run Command.

©\. R

2. Type: Winver into the Run Command window.

4 Run *

= Type the name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you.

Qpen C

Cancel Browse...

fayc e w1 TEI VU L=

3. The “About Windows” window will appear and display the verion of Windows the computer

is operating.
About Windows *

AR Windows10

Microsoft Windows

Version 1803 (0S Buid 17134.285)

® 2018 Microsoft Corporation. Al rights reserved,

The Windows 10 Enterprise operating system and its user interface are
protected by trademark and other pending or existing intellectual property
rights in the United States and other countries/regions.

[Return to Menu]
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Windows 7.X: setting up an administrator account.

1. Select the Start Button at the bottom left of the screen to open the Start Menu.

2. From the Start Menu, navigate to and click on Control Panel.

ELMAJDAL

¥ Al Frograms

3. From the Control Panel menu, select User Accounts and Family Safety

a Control Panel = a]
T 8 . Contiol Panat vl | ot Comteod Pang

Adjust your compaster's settings Viewby Category =

System and Security User Accounts and Famely
Reew yoeor comp_bar' plsfun Sﬂiﬁ'ﬁ'
St b cogei of your Lie sah W Chaeege rcoount fpe
Fulg Hrbewy .
¥ y 4§ fon ary
Find and fs pepsieem ﬁ S o Py Snbuty -

Appearance and

Metwork and Internet
tl Weires Pt Slitul deted Lidks Personalitabon

=5 CRgoin homegrup and shanng ':,”'H""" Phame

I Chasfuill ik Bk hjicund
Adpurd 1arees el butene
i Hardwarne and Sound )
Wipar Sraces and prnben Clock, Language. and Rl!gm
A & devae [l :~_'M B languspe
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4. From the User Accounts and Family Safety menu, click on User Accounts

@ = 4 B » ControlPanel » User Accounts »
Control Pane Home e oo
Systemn and Security ﬁﬂw: othet ugers access to this computer 'ﬁ Change account type
Metwork snd Intermet m Credential Manager
Haidware and Saund Manage Web Credentials Manage Windows Credentials
Programs Q Mail (32-bit)
®  User Accounts
Appearance and
Personalisation

Clock, Language and Region
Exse of Access

5. From the User Accounts menu, click on Manage another account

) - * ' ' Accounts v O Sesrch Control Pane
Control Panel Home
" E Make changes to your user account
Manage edentiaks
e Sl Make changes to my scoount in P settings
reate a passwond reset dick ayE
Administrator
I'u'lir_ugtymfd! encryption Local Acconnt
T . Administrator
profile properties W Change Ushriiccount Contrel seftings
Change my emvironment
wanables
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6. Click on Create New Account

82, « User Accounts » Manage Accounts

Choose the account you would like to change

ELMAJDAL
| Administrator

Password protected

ASP.NET Machine Account
| Standard user

Password protected

Guest
Guest account is off

E> ICreateanewaccount I

What is a user account?

Additional things you can do
'@' Set up Parental Controls

7. Type in the name for the new account (we recommend “Admin”), Select Administrator, and
then click Create Account

MName the account and choose an account type
This name will appear on the Welcome screen and on the Start menu.

$ Mew account name

= Stendard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer.

& Administrater
Administrators have complete access to the computer and can malke any desired changes. Based on
notification settings, administrators may be asked to provide their paseword or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is & standard account recommended?

Creste Account | | Cancel |
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8. Set a password for the “Admin” account.
After you have clicked on “Create Account” in step 7 (above), you will be navigated back to
the screen from Step 6 (above).

To add a password for the administrator account you created, click on the icon for your
newly created “Admin” account.

9. Select Create Password.

g_ — = = —— =
52 o User Accounts » Manage Accounts » Change sn Account
- - —— e

ks s T{ s account
LLEEE # pRsveiry

10. Complete the "New password" and "Confirm new password" fields, & enter the password.
Click OK twice.

Note: If the primary user of the computer will be acting as the administrator for the PC,
we recommend that you set the password to the user’s regular password. If a central
person in the office will be acting as the administrator for all PC’s in the office, we
recommend using a common password for administrator accounts on each computer. It
is important that you do not forget the password for the administrator account.

You may want to store the password in a secure location such as a safe deposit box

11. Please restart the computer and sign in with the new administrator account. Then
proceed to Step 2.

[Return to Menu] [Proceed to Step 2]
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Windows 8.X: setting up an administrator account.

1. Pull (open) the “Charms Menu” from the right hand side of the screen and click on
the “Settings” icon.

2. From the Settings menu —at the bottom right hand corner of the screen—click on
Change PC Settings.

3. Under the PC Settings, click on the Users tab, and then look to the right pane, and select
Add a User.

FL Setlings

wceatics oot
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4. Onthe Add a User page, navigate to the bottom, and click on “Sign in without a Microsoft
Account”

5. Then select Local Account.
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6. Enterin a User Name, Password (Please make this a Password that the person who will be the
Administrator will know and a hint, and then click on Next.

Note: If the primary user of the computer will be acting as the administrator for the PC,
we recommend that you set the password to the user’s regular password. If a central
person in the office will be acting as the administrator for all PC’s in the office, we
recommend using a common password for administrator accounts on each computer. It
is important that you do not forget the password for the administrator account.

You may want to store the password in a secure location such as a safe deposit box.

7. Click on Finish and a New Local User Account will have been created.

8. Now to promote tis new account to an Adminsitrator Account, Press the Windows key and
the X-key together to access the Menu

= ASD
shit Z X C

Ctrl & Alt
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9. Select Control Panel from the list on the Menu Page

oo w=d [t
Wckary Camiar
FPows Dptoss

Hoed Yo
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10. On the Control Panel menu, click on User Accounts & Family Safety

Adjust your computer’s settings

’

.
ﬁ' Hardware and Sound
iy

System and Security
Review your co mputer's Batus

8,
Ny

D
@

Save backup copses of your files wath File History
Find #nd fx problems

Network and Internet
View network status end tash
Chease homegroup and sharmg opbons

View devices and printers
Add a dewce

Adyust commaonly used mobsty settings

Programs
Uningtadl a program

11. Click on User Accounts

Category

- Chaa Ec-\.ﬂ! type

Ef-ﬂucﬂ User Accounts and Farmdy Saf |

} Change user account settin ; and
Appearal passwords, and set up Family Safety
Change the thems

Change desktop background

Adjust soreen reohutbon

Clock, Language, and Region
Add # NguUEge
Change input methods

of number formats

Change date, tam

Ease of Access
Lot Wondoews suggest sethings

Optimize visual drsplay

=) ¥ T & ¢ LONUNDIFENES ¢ LPLET SCCOUNTS SN0 FaMmEy ety ¢
Controd Panel Home
% ﬁ‘ Change nttvoe W9 Rermove smer pocounts
Systern and Secunty User Accoant
Network and Intermet Family Saf¢ Chs xt .
Hardware and Sound W Set up Fermy P FLopie afs thare
Programs ? Credential F!anager
® User Accounts and Family Mansge Web Credentisis  Manage Windows Credentals
Safety
Appearance gnd
Personalization
Clock, Language, and Region
Ease of Access
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12. Click on Manage another Account

- g ¢ * |- 7d arraly 3 Ar izt v & Sagreh Control Pane j =

Control Panel Home '
Make changes to your user account

Manage your credentials

Make changes to my account in PC seftings
Create a password reset dick ) & =t
Administrator
Manage your file encryption Local Accenant
certificates Adminastrator
Belgmpr 4 L 1
& Configure advanced user " AL TLdiinun Password protected
profile properties W Change Ustraccount Contrel seftings
Change my envirenment
wanables
& Family Safety

13. After clicking on Manage another account, you will be directed to a page where you can see
all the active accounts on the computer.

Select the account which you created earlier, which is the one that you want to promote to
Administrator.

o g e v ©  SearchControl Pane P

Choose the user you would like to change

Administrator Anna Auria
Local Account A annaaunia 15858 hotmas.com
ALdmunistrater o Ademuristratos
Password protected Password protected
John G
uest
Local Account
s, Guest account o off
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14. Click on Change the Account

15. Select the button next to Administrator, and select Change Account Type.
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You may now close out of the window. The account you created now has Administrator
Privileges.

- [ Ci ' i O By Rl O v G Search Contro
Make changes to John's account
Change the sccount mame
Change the password
Set up Famaly Safety Local Account
n gunt type Password protected
Delete the ach. Ant
Manage ancther sccount

16. Please restart the computer and sign in with the new administrator account. Then proceed

to Step 2.

[Return to Menu] [Proceed to Step 2]
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Windows 10: setting up an administrator account.

1. Right-click the Start button at the bottom-left of the screen, then select Settings

Start button:

—
=} Syrinien ...:;1 Devces

I‘_I Phone rtﬁ:, Metwort & inkormet

App

E,ﬁ’ Frersonadaatasn
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3. From the Accounts menu, select Family & other people
(NOTE: This may also be labeled “Other People” as seen below)

- Settings

it Home

|:i-~:.'l a setting

Accounts
I A= Yourinfo
= Email & app accounts
Sign-in options
B=d  Access work or school

£, Other people

@

Sync your settings

4. From the Other People menu, select Add Someone Else to this PC

| Your family

i

557 Home A yous family 10 evernsbody Gets Ttheir own sign-in and desidop
i can Rl kids $tary sale with approgriate websiles, trme limits
apps, and games

A2 Nour info o Adda tamily memiber

E Email & apg socounts

0, Sugn-ah optans
8 Work Other people

Aliow pecye wha ane not pat of your famey b sagn in with thesr
R Famiy & other peogie cram accoumis, This won'l add Them bo your Emiby,

5
i i | Add someone else 10 this P
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5. A new screen will appear. At he bottom of that screen and Select “I don’t have this

person’s sign-in information”

How will this person sign in?

Ender the email address or phone number of the person you wani to add, If they use
Windows, Office, Dutlook.com, OneDeive, Skype. o Xbow, enter the émail or phane
nurmbaer they use (o sign in.

‘ 1ot R Thih BRESONS ShaR-a information

o e

e

6. You will be navigated to the “let’s Create Your User Account Screen
that Page and Select “Add a User without a Microsoft Account”.

| ltemal soome e |

Let's create your account

Wndcws, Oitce, Duticokoom, OneCrive, Siope. Xbox They're all bether and maone
personal WhHen yoU SN i with your Micosolt s000uee ® Leain maode

i e ainRAy i & MISHOSSTT Sirvide, b Bark 10 Eej i wilh Thad Secouni
‘ o AL N G

s

. Go to the bottom of
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7. On the next screen, enter a user name, password, password hint, and then select “Next.”

Note: If the primary user of the computer will be acting as the administrator for the PC, we
recommend that you set the password to the user’s regular password. If a central personin
the office will be acting as the administrator for all PC’s in the office, we recommend using a
common password for administrator accounts on each computer. It is important that you
do not forget the password for the administrator account.

You may want to store the password in a secure location such as a safe deposit box

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember
but hard for others to guess.

Who's going to use this PC?

¥yzLaw-Admin

Make it secure.

*2ERRRRRERN

SFESBBRRERN

In case you forget your password

What was your first pet's name? h

Rover

Mext Back

-Removing Administrative I-Drivileges from PC's 16
Version 1.0 09-25-2018



8. From the Settings Menu, click on the account you created. In this example, it is
xyzLaw-Admin.
NOTE: If you accidently closed the Settings Screen, please use the steps above to navigate
you back to the Settings Screen.

Other people
1 Email & app accounts

+ Add someone else to this PC

» Sign-in options
3 Access work or school xyzLaw-Admin —
LOC 3N CoOung
&« Other people
Set up assigned access
¥ Syncyour settings

Have a question?
Get help

9. Click on Change Account Type

Other people

Al pormaEng Hed 10 e PC

e

a oyl Admn
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10. From the Change Account Type menu, under “Account Type”, change from “standard user” to
“Administrator” using the drop down menu. Then click OK.

Chsnge scoount type

Change account type

xyzLaw-Admin
Local Account

Account

11. Please restart the computer and sign in with the new administrator account. Then proceed
to Step 2.

[Return to Menu] [Proceed to Step 2]
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Step 2: Instructions for Removing Administrative Privileges

REMINDER:

Removing a regular user’s access to administrative controls is a security measure which helps to
prevent regular users from accidentally installing malicious programs.

1. Right Click the Start button on the lower left of the Windows Tool Bar and Select Computer
Management from the list.

igljstart

Windows 95, 98, NT 4.0,
ME and 2003

Windows XP

A
s

Windows Vista and 7

=

Windows B.1 and 10

OR, you can type “computer management” in the search bar.

Default Prearams

» Al Programs « and Support

[computer management !
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2. Once on Computer Management Screen, Double Click “Local Users and Groups “

ﬂﬁ}mputer Management

File Action View Help

& == 8F

=l i} System Tools
@ Task Scheduler
i Ewent Viewer
@] Shared Folders

Performance
=4 Device Manager
= {g Storage
=7 Disk Management

3. Click “Groups”

I+

= ,%l Local Users and Groups

f_{g Services and Applications

3-' mputer Management {Local) MName

[fj System Tools
{g Storage

{ For | O R ] L] ]

| Users
| Groups
@ Performance

4. Double Click “Administrators.”

-2 Computer Management

File Acton View Help

f_{gServices and Applications

g Local Users and Groups _

A

€= ?2nlc=|H

*I Computer Management (Local)
= m System Tools
@ Task Scheduler
Event Viewer
3§] Shared Folders
= :&l Local Users and Groups
] Users
=
@ Performance
=4 Device Manager
= :\’-"j Storage
=% Disk Management
i»'_{; Services and Applications

MName

| Description

%‘Administrators
.%'Badcup COperators
%‘Crwtﬁ:graphic Operators
M Distributed COM Users
H%IE\;ent Log Readers

.'.E'Guests

P15 _usrs
%‘Perﬁ:rmance Log Users

%‘Power Users
.%'Remohe Deskiop Users
%‘Repliator

%‘Users

.%'Network Configuration ...

~%lli’en"orrnam:e Manitor U...

~%‘Com‘igl‘«"lgr Remote Con...
Bl offer Remote Assistanc. ..
B WinRMRemateWMIUser. .

Backup Operators can override secu...
Members are authorized to perform ...
Members are allowed to launch, acti...
Members of this group can read eve...
Guests have the same access as me...
Builtn group used by Internet Infor...
Members in this group can have som...
Members of this group may schedule. ..
Members of this group can access p...
Power Users are induded for backw...
Members in this group are granted t...

Supports file replication in a domain

Users are prevented from making ac...
Members in this group can view and ...
Members in this group can offer Rem. ..
Members of this group can access W...

-Removing Administrative I5rivileges from PC's

Version 1.0 09-25-20

18

20



5. Scroll through the accounts displayed in the Administrators Properties window. Click on the
account that administrative privileges are to be removed. The account will be highlighted.

Administrators Properties ? x

General
%_' Administrators

Description: ‘

Members:

& Administrator

2 Domain\Workgroup(S-1-5-21-4064662696-377647568
% Domain\DomainAdmin  (5-1-5-21-4064662696,

2, DomainWorkstationAdmin (5-1-5-21-408

82 Domain'\Printer Admins  (5-1-5-21-408 596

82, Domain\SecurityMgt (5-1-5-21-40646 B77647569-703422
Domain\PHenderson (5-1-5-21-4064662696-377647569-703422]

2, Domain\Canfiguration Management - ITDesk (5-1-5-21-406466

@ Domain\AGetz (5-1-5-21-4064662696-377647569-703422314-727¢ ¥
< >

Changes to a user’s group membership
Add... Remove are not effective until the next time the:
" userlogs on.

[ox J1 Concsl [ [ [ e ||

ﬁmpue

6. Click the “Remove” ' ! button,

Administrators Properties ? X

General
%_' Administrators

Description: ‘

Members:

& Administrator A
2 Domain\Warkgroup(5-1-5-21-4064662696-377647569-70342231
82, Domain\DomainAdmin (5-1-5-21-406466

82, Domain\Workstationadmin (51§

2, Domain\Printer Admins  (5-1-5- 64662696-377647569-703
% DomaintSecurityMgt (S-1-5-21 R6E2696-177647569-703422

Domain\PHenderson (5-1-5-27 J64662696-377647563-703422
2, Domain\ Configuration Ma ment - [TDesk (5-1-5-21-406466

@ Domain\AGetz (5-1.5-21 4086 2696-377647568-703422314-727; ¥
>

Changes to a user’s group membership
Add... Remaove are not effective until the next time the
: " userlogs on.

[ ok J1 Concel |1 iesh [ e |
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7. Click the “Apply” button.

The selected account has been removed from the administrator's group and no longer has
administrative privileges on the network.

Congratulations! Your PCis now safer and better protected from hackers,
cyber-criminals and the malware they create. By taking extra steps to keep your
PC secure, you're protecting your clients and your firm!

[Return to Top of Document]
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