CRUM&FORSTER

Configuring Automatic Software Updates

One of the most important things you can do to protect a computer, is to keep the software up
to date. Bad actors often design malware and other hacking exploits to take advantage of
known software vulnerabilities.

With Microsoft Windows, you can usually find these settings through the Windows Update
Center. Although most of the settings are the same, some details vary throughout each
operating system. Updating software is important, because it patches vulnerabilities, outdated
functions, and usually adds more or better security options..

If you need help at anytime, please e-mail us at CFCyberRisk@CFins.com.

MENU
What version of Microsoft Windows does my computer use?

Microsoft Windows — Version 7

Micosoft Windows — Version 8.1

Microsoft Windows — Version 10

Apple
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How to find out what version of Microsoft Windows you have:

1-Click the Start button
2-Enter “Computer” into the search box
3-Right-click “Computer” and then click properties

4-Look under “Windows edition” for the version and edition of Windows you are running

[Return to Menu]

Activating Windows Update in Windows 7

#NOTE: Activating this Windows Process may require administrator rights on the account
logged into the PC. If your individual account does not have administrator rights, save what you
are working on, log off the PC and log back on the computer with an administrator level
account.

[ start

1. Click “Start”

Computer

Device Change settings and customize the functionality of your computer,
2. Click “Control Panel” |

3. Click “System and Security”

Conf-iguring Automatic Software Updates )
Version 1.0 (9-25-2018)



Adjust your computer's settings

System and Security

Review your computer's status

Back up your d5ystem and Security

Find and fix pr|View and change system and security
status, back up and restore file and

Network and system settings, update your computer,

View network view RAM and processor speed, check

Choose homedfirewall, and more.

/ Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program
Get programs

8
l‘pw
¥

View by: Cat
User Accounts
1y Change account type
App and Per lization
Change the theme

Change desktop background

Adjust screen resalution

Clock, Language, and Region

Change keyboards or ather input methods

Ease of Access
Let Windows suggest settings
Optimize visual display

4. Click “Turn Automatic Updating On or Off” under “Windows Update”

Control Panel Home Action Center

w
@t

A

# System and Security

Metwork and Internet Windows Firewall

Hardware and Sound Chedk firewall status

Programs System

User Accounts

See the name of this computer

Appearance and Personalization
== Windows Update
Clock, Language, and Region w2

-

Ease of Access Power Options

Backup and Restore
Back up your computer

Administrative Tools
Free up disk space
) schedule tasks

Flash Player (32-bit)

Configuration Manager

]
h

] Turn automatic updating on or off

Require a password when the compu
Change when the computer sleeps

Review your computer's status and resolve issues
Troubleshoot common computer problems

View amount of RAM and processor speed
'E‘;'Device Manager

Restore files from backup

Windows Anytime Upgrade
Get more features with a new edition of Windows 7

Defragment your hard drive

Check for updates

'?;'Change User Account Control settings
Restore your computer to an earlier time

Allow a program through Windows Firewall

llow remote access

Check the Windows Experience Index

View installed updates

Change what the power buttons do

Create and format hard disk partitions

5. Click the down arrow EI on the “Important Updates” drop-down menu.

6. Click “Install Updates Automatically” to select
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Choose how Windows can install updates

When your computer is online, Windows can automatically check for impertant updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?
Important updates

g

=

Install updates automatically (recommended)
Download updates but let me choose whether to install them
Check for updates but let me choose whether to download and install them

s — ) ch:*.l:k for updates (not recommended)

7. Once selected, you can set a specific time when to install any Updates.

#NOTE: Its good practice to set a time frame for when you are Not working with the PC
to install updates, some updates may require that applications and programs like MS Word
or any internet browser be turned off in order to install properly. Best practice would be at
night shut down any applications. Log off or lock the computer before leaving and let the
updates install overnight.

8. Click the “OK” button to accept the changes.
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Choose how Windows can install updates

When yeur computer i online, Windews can mapmatically check for impertant updates and inatall Ehemn
using these setvings. Wihen new updates are svislable, you £an also imatall themn befove shutting down the
computer.

Hiwe dhotn dubematic updating help

Impostant updaies

0 [Inctet updates scally | -
Inaeall e updates [Every day o wpoam
Recommended updates

[ Goow e preommnanded updates the tame wiry | peceros snportant updatey
Wha can ingtall updaten

[ Al all yysers bo install updates on thit computer
Mcrpaefi Upssie

o Geow i wpdata for Mhc ool predocts snd chck b new cptianal Microsolt scfwate when |
update Wiy

Software notificstans
T Shew m detmhed netfications whis new Miceooolt softwaie is svalabie

Note: Windows Update might update #self sutomatically first when checking for other updates. Read
mrvicy Hadernend gnbes.

[Return to Menul]
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Activating Windows Update in Windows 8.1

#NOTE: Activating this Windows Process may require administrator rights on the account
logged into the PC. If your individual account does not have administrator rights, save what you
are working on, log off the PC and log back on the computer with an administrator level
account.

1. Click “Start”

2. Click the “Dropdown”

Calervdar

CRCTER

internet bxplorer Hedp & Tigss

’F-'\.l.

-

=

T Basetall trade el heating up
EMtEnng July

m

=

Reading List
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3. Scroll the menu to the right to locate “Control Panel’ then click on “Control Panel.”

é’ Magrefier
L5
ﬁ Marrator

4. Scroll through the menu to locate “Windows Update ”
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1t B+ ContralPanel + A&l Control Panel ems + v 6| | Sesnth Control Pandd Y

Adjust your computer’s settings Veew by Lisge cons =

-

Keyboard Language [-:; Location Settings

MNetwork and Sharing
Center

Mouse E Notification Area lcons

Personalization Phone and Modem Power Options

I S

-

t SO I
oW

Kyl Programs and Features Recovery Region
A RemoteApp and Desktop s ]
“ ¢ ¥
“\;I Connktiiors ‘_) Sound 'U Speech Recognition
:E Storage Spaces Wl Troubleshooting * System
£ iz s Windows Firewall
Taskbar and Navigation ‘ g User Acco
ﬁ Windows Defender Efy Windows Update
g_l Work Folders

5. Click “Change Settings” on the Windows Update menu.

Control Panel Home

Windows Update
Check for updates
Change settings

: |"’_ Windows could not search for new updates
View update | I
Restore hidde 5

6. Click the drop-down arrow “ onthe Important Updates menu and click on “Install
Updates Automatically.”
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Choose your Windows Update settings

When your PC is online, Windows can automatically check for important
them using these settings. When new updates are available, you can alsg
them when you shut down your PC.

es and install
pose to install

Important updates

V)

Install updates automatically (recommended)

Install updates automatically (recommended)
Download updates but let me choose whether to install them
Check for updates but let me choose whether to download and install them
|Never check for updates (not recommended)

Updates will be automatically installed during the maintenance window.

7. Click the “Give Me Recommended Updates The Same Way | receive Important Updates”
Checkbox.

Recommended updates

Give me recommended updates the same way | receive important updates

Note: Wind might update itself automatically first when checking for other
updates. Read'ou statement online,

8. Click the “OK” button

Recommended updates

Give me recommended updates the same way | receive important updates

Note: Windows Update might update itself automatic

en checking for other
updates. Read our privacy statement enline.

Cancel

[Return to Menu]
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Activating Windows Update in Windows 10

By default, Windows10 automatically activates Windows Update. However, it is a good practice
to periodically make sure that the functionality is up and running protecting your system. The
instructions below will demonstrate how to check if Windows update is indeed running on your
Windows 10 computer.

#NOTE: Activating this Windows Process may require administrator rights on the account
logged into the PC. If your individual account does not have administrator rights, save what you

are working on, log off the PC and log back on the computer with an administrator level
account.

1. Type “Windows Update Settings” in the Windows 10 Search Bar.

am My stuff

Windows Update Settings

2. Click on “Windows Update Settings” once presented in the menu.

Windows Update settings
System settings

Settings

gl S: Check for updates
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3. Click “Advanced Options” in the “Update & Security” Window.

< Settings = O X
0% UPDATE & SECURITY | Find a setting b
Windows Update .
Windows Update
SIIRIESE L E el Your device is up to date. Last checked: Yesterday, 12:35 PM
Backup
Check for updates
Recovery
Available updates will be downloaded and installed
Activation automatically.
For developers Advanced options
4, Make sure the “Choose how updates are installed” section is set to “Automatic.” If
Windows Update is NOT set to Automatic: Click the drop-down arrow ~ and select
“Automatic” from the menu.
< Settings - O X

¢0%  ADVANCED OPTIONS

Choaose how updates are installed

‘ | Automatic (recommended) ) h

Keep everything running smoothly. We'll restart your device
automatically when you're not using it. Updates won't download
over a metered connection (where charges may apply).

|:| Give me updates for other Microsoft products when | update
Windows.
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5. Click the “X” icon in the upper right to close the window.

<« Settings = ' X
¢02  ADVANCED OPTIONS

[Return to Menu]

Automatic Software Updates for Apple Computers

=

Choose Apple menu > System Preferences, then click App Store.

2. Select “Automatically check for updates.” To have your Mac download updates without
asking, select “Download newly available updates in the background.”

3. To have your Mac install app updates automatically, select “Install app updates.”
4. To have your Mac install MacOS updates automatically, select “Install macOS updates.”

5. To have your Mac install system files and security updates automatically, select “Install
system data files and security updates.”

Note: MacBook, MacBook Pro, and MacBook Air must have the power adapter plugged in to
automatically download updates.

[Return to Menu]

NEED HELP?!? Please e-mail us at CFCyberRisk@CFins.com
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